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About me

Responsible for Consulting at sepago GmbH

Microsoft Azure
Machine Learning
Azure Monitor / Log Analytics

Mail: marcel.meurer@sepago.de
Twitter: https://twitter.com/MarcelMeurer

GitHub: https://github.com/MarcelMeurer
Blog: https://blog.itprocloud.de/

mailto:marcel.meurer@sepago.de
https://twitter.com/MarcelMeurer
https://github.com/MarcelMeurer
https://blog.itprocloud.de/
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What is  Azure Monitor
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What is  Azure Monitor

Image source:
https://docs.microsoft.com/de-
de/azure/azure-monitor/overview

https://docs.microsoft.com/de-de/azure/azure-monitor/overview
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Where is  i t  used in Azure

Image source:
https://docs.microsoft.com/en-us/azure/sentinel/overview, https://techcommunity.microsoft.com/t5/Microsoft-Defender-ATP/MDATP-Threat-amp-Vulnerability-
Management-now-publicly-available/ba-p/460977, https://docs.microsoft.com/de-de/azure/security-center/
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https://docs.microsoft.com/en-us/azure/sentinel/overview
https://techcommunity.microsoft.com/t5/Microsoft-Defender-ATP/MDATP-Threat-amp-Vulnerability-Management-now-publicly-available/ba-p/460977
https://docs.microsoft.com/de-de/azure/security-center/
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The secret  of  Azure Monitor

Image source:
https://docs.microsoft.com/de-
de/azure/azure-monitor/overview

https://docs.microsoft.com/de-de/azure/azure-monitor/overview
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Azure Monitor=Log Analyt ics

▪ THE Big Data  Container

▪ No-SQL data storage

▪ Automatic indexing

▪ High performance – auto-scale

▪ Solutions for visualization available

▪ Build own dashboards, tiles and charts

▪ Expandable through own agents*
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The quer y language :  KUSTO

- No SQL -> focus on small command set and performance

- Pipelined: 

- CaSenSitiVe

- Command groups:

- filters

- queries

- selectors

- logical operations

- Sorting

- measurements and aggregate functions 

https://docs.loganalytics.io/index

https://docs.loganalytics.io/index
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Data and Quer ies
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Data upload

▪ Data Collector API

https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-data-collector-api

https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-data-collector-api
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Data upload

▪ Data Collector API

https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-data-collector-api

▪ Some conditions:

▪ JSON format

▪ Max. 30 MB single upload

▪ Max. 32KB for a single columns/property (truncated)

▪ Max. 500 columns/properties (recommended: 50)

▪ Max. 500 letters for the file column/property name

▪ What do you need?

▪ Workspace Id

▪ Key

https://docs.microsoft.com/en-us/azure/log-analytics/log-analytics-data-collector-api
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Creat ing v iews

▪ You can build your own tiles an views easly in Azure Monitor / Log Analytics

▪ There is a desinger in the Azure Portal: View Designers

▪ Dig into your data:

▪ Tile -> Views -> Query 

▪ https://blogs.technet.microsoft.com/msoms/2016/06/30/oms-view-designer-visualize-your-data-your-

way/

https://blogs.technet.microsoft.com/msoms/2016/06/30/oms-view-designer-visualize-your-data-your-way/
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Demo-Simple PowerShel l

▪ Upload data with PowerShell

Script: https://bit.ly/317SlDj

https://bit.ly/317SlDj
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Demo – Citr ix  & WVD

▪ My monitoring agent for Citrix and Windows Virtual Desktop

Azure Marketplace: 
https://azuremarketplace.microsoft.com/en-
us/marketplace/apps/sepagogmbh.loganalyticsagent-
rds?tab=Overview

https://azuremarketplace.microsoft.com/en-us/marketplace/apps/sepagogmbh.loganalyticsagent-rds?tab=Overview
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Demo – Twitter

▪ Collecting data from Twitter

Web App
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Workshop

▪ Create your private Azure Monitor Log Analytics Workspace

▪ https://portal.azure.com/#create/Microsoft.LogAnalyticsOMS

▪ Extend the retention: Usage and estimated costs / Data Retention

▪ Grab the workspace id and workspace key: Advanced settings

▪ Create a local working folder

▪ Download PowerShell utilities and sample scripts from

https://github.com/MarcelMeurer/Workshop-AzureMonitor

▪ Use: git clone https://github.com/MarcelMeurer/Workshop-AzureMonitor.git

▪ Or download zip-file

▪ Allow PowerShell scripts for today: 

Set-ExecutionPolicy -ExecutionPolicy Unrestricted

▪ Documentation: https://bit.ly/317SlDj

Fulfill the Prerequisites

https://portal.azure.com/#create/Microsoft.LogAnalyticsOMS
https://github.com/MarcelMeurer/Workshop-AzureMonitor
https://github.com/MarcelMeurer/Workshop-AzureMonitor.git
https://bit.ly/317SlDj
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Workshop

▪ Collect the process information from your computer each 30 seconds and send these data to your Log 

Analytics workspace. Use PowerShell to automate this mission.

▪ Select an app and use this app to “overload” your CPU.

▪ If data are visible in Log Analytics, build a custom dashboard by using “Log” to query the data.

▪ Find out:

▪ Count of distinct processes

▪ Average CPU load over time (all processes). Render a time chart

▪ Render a time chart for the app you used to overload the CPU

▪ Documentation: https://bit.ly/317SlDj

Mission: Store information about the running processes from your computer

https://bit.ly/317SlDj
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Workshop

▪ Collect data from OpenWeatherMap

▪ https://openweathermap.org/

▪ Create an account and api key

▪ Test your key (it can take some minutes):
https://api.openweathermap.org/data/2.5/weather?q=Bonn&APIKEY=xxxxxxx

▪ Build an PowerShell 

▪ Build a script that retrieves the data regularly (every 30 seconds) for three cities

▪ Push the Data to your Log Analytics workspace

▪ Build a Dashboard showing some data

▪ Cities and Temperatur

▪ Cities and Humidity

▪ Documentation: https://bit.ly/317SlDj

Mission: Store temperature data for multiple cities

https://openweathermap.org/
https://api.openweathermap.org/data/2.5/weather?q=Bonn&APIKEY=xxxxxxx
https://bit.ly/317SlDj
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Workshop

▪ Build a log-writer function for your own PowerShell scripts using Log Analytics. There are some request 

to your solution:

▪ Have the following columns:

▪ TimeStamp (as TimeGeneratedField)

▪ Serverity (Debug Information Warning Error)

▪ Message (Text)

▪ ScriptName (Name of the script using your function)

▪ Documentation: https://bit.ly/317SlDj

Mission: Build your own log-writer function

https://bit.ly/317SlDj
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Workshop

▪ https://blog.itprocloud.de/Workshop-Azure-Monitor-Examples

or

▪ https://bit.ly/317SlDj

Let’s go!

https://blog.itprocloud.de/Workshop-Azure-Monitor-Examples/
https://bit.ly/317SlDj
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Questions
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